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BOARD OF MANAGEMENT
Audit and Risk Committee Meeting
Tuesday 9 March 2021
Draft confirmed by Chair
Minute of the Audit and Risk Committee meeting held on Tuesday 9 March 2021 at 5.00pm in
Microsoft Teams.
PRESENT:

G Robertson (Chair)
M Williamson
P Milne
K Keay

IN ATTENDANCE:

J Carnegie (Vice Principal)
S Taylor (Vice Principal and Secretary to the Board)
S Inglis (Henderson Loggie)
R Smith (Audit Scotland)
D Robertson (CISO, HRFESTIS)
T D’All (Principal’s/Board Chair PA)

1.

H Honeyman
M Thomson
T Pirie
A Wilson

WELCOME
G Robertson welcomed members of the Audit and Risk Committee along with Angela
Wilson attending her first Audit & Risk Committee Meeting
G Robertson took the opportunity to also note this was P Milne’s last meeting and
passed on his thanks for her contribution to the Audit & Risk Committee over the years.

2.

APOLOGIES
Apologies were received from D Archibald (Henderson Loggie).

3.

DECLARATIONS OF INTEREST
G Robertson noted his role as Chair of Gardyne Theatre Limited.

4.

MINUTE OF AUDIT AND RISK COMMITTEE – 8 DECEMBER 2020
The Minute of the Audit & Risk Committee meeting held on 8 December 2020 was
approved as an accurate record.

5.

MATTERS ARISING
There were no Matters Arising.
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6.

COVID-19 UPDATE
J Carnegie highlighted the focus was on the 5% of students returning on campus that
week and was delighted to report good compliance with mitigation. Arrangements had
been put in place to provide refreshments and lunches (challenging food poverty) to
reduce the need for students to move around or leave the campus.
J Carnegie noted that Health & Safety Team members were carrying out an Induction for
each group of returning staff and students.
A discussion took place around the support needs and mental health issues experienced
by students.
S Taylor confirmed that work was well developed around future Scenario Planning to seek
to reduce the number of deferred students and the impact on Academic Year 2021/22.
The positive work and planning outlined was welcomed by the Committee.

7.

INTERNAL ADUIT
7.1

National Fraud Initiative
S Inglis summarised the scope and process followed as part of the 20/21
programme and the lessons learned. The overall Level of Assurance noted
was “Good” with no recommendations.
S Inglis highlighted some smaller opportunities for improvement within the
report and noted that the College had begun to progress these.
The report was approved.

7.2

System Development / Implementation
S Inglis highlighted the management summary noting the background and
scope of the review of Cyber Resilience and IT Controls in place for risks
surrounding homeworking. It was noted that the overall Level of Assurance
noted as “Good” with 1 recommended action in progress with no
recommendations.
S Inglis noted the main findings highlighting strengths following the forensic
review report into the circumstances of the cyber-attack in 2020 the
highlighted that the College had acted swiftly to address the key findings with
seven of the eight recommendations within that report implemented
immediately. The College remained on track to implement the remaining
action by the July 2021 target date.
S Inglis also noted good progress had been made in implementing the
recommendations relating to information and cyber security controls raised in
Internal Audit report 2020/03 – IT Network Arrangements / IT Strategy, issued
in April 2020, with four of the five recommendations now fully implemented.
S Inglis noted the implementation of Office 365 and the associated controls
which had been enabled had improved the security of the College systems.

Page 2 of 5

G Robertson took the opportunity at this time to highlight to the Committee the
Cyber Security Training programme offered by the College Development
Network (CDN) and the Board level responsibility. G Robertson noted that a
verbal update on this would be provided to the full Board.
M Thomson highlighted the benefit of the CDN Toolkit for awareness raising
amongst all Board members.
D Robertson noted that he would be happy to support a development input for
Board members as required. This offer was welcomed and would be
considered as part of an update session.
The audit report was approved.
7.3

20/21 Progress Report
S Inglis summarised the list of assignments planned for the 20/21 Internal
Audits noting everything was on track. The update and work undertaken
during the pandemic was welcomed.

7.4

Follow-Up Summary
J Carnegie said she was pleased with progress on outstanding actions.
J Carnegie noted that due to the current situation the Catering Business
Review was difficult to progress now. It was unlikely that there would be any
substantive reopening of the catering areas until after the Easter break and
even then, it was likely remain as a limited service.
The update on progress was welcomed.

8.

EXTERNAL AUDIT
R Smith stated that Audit Planning work was progressing well, and a planning meeting
has been scheduled for 18 March 2021. R Smith confirmed that a draft plan would be
made available to the May Audit & Risk Committee meeting with specific risks around
COVID-19. R Smith noted that there was a likelihood that this year’s Audit will be
carried out remotely as per last year.

9.

STRATEGIC & COVID RISK REGISTERS
S Taylor summarised the risk register report and proposed changes to COVID related
risks as follows.
3.1 - Failure to reach aspirational standards in learning, teaching and service delivery
has been increased, moving this from green to amber. This is a very fluid situation with
changes by SQA in respect of holistic assessment and other developments in terms of
extending delivery potentially reducing the risks again.
3.5 - Reputational Risk - possible impact on our reputation with stakeholders (especially
schools, parents, and employers) due to the disproportionate impact of current COVID
restrictions on senior phase and apprenticeship groups compared with those studying
through schools and private training providers.
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S Taylor stated that further to the Finance & Property Committee on 2 March 2021
consideration was given to changing Risk 2.2 - Failure to institutional stability due to the
substantial improved financial position and the possibility of receiving further funds via
the Barnett Formula. The post mitigation likelihood of this risk would reduce from 3 to 2
The Audit & Risk Committee approved the updates to the COVID Risk Register
10.

INFORMATION AND CYBER SECURITY RISK
D Robertson summarised key aspects of his report on cyber security, emphasising how
highly impressive the ICT Team and D & A College has responded to the cyber-attack. It
was noted that this had been recognised not just within the sector, but industry wide.
D Robertson outlined the range of cyber risks reviewed and controls in place noted that
the College had scored well in terms of these. It was noted that the overall outcome was
that the College was scoring at a similar level to what would be expected within ‘high
security’ service such as banking.
The detail of the report was discussed, and G Robertson asked about the ‘double red’
score in respect of point IS_16. D Robertson stated that this simply related to the fact this
this point had not been tested during the review as there was not an opportunity to do so.
D Robertson stated that this had been tested by the cyber-attack itself and could be
included in future critical incident scenario testing.
D Robertson noted discussions held with A Ross and others within the IT Team in terms
of work being progressed to support cyber awareness and to undertake ‘testing’ of this
amongst staff.
D Robertson stated that the openness of the College in terms of the initial attack, and
work lessons learned had been immensely valuable and noted that this had contributed
directly to the much lesser impact of a similar attack on UHI.
A Wilson noted that this was the most positive report of its type that she had seen and
noted that credit was due to the ICT Team and College for this.
The Committee thanked D Robertson for his paper and asked that the report be shared
with the Finance & Property Committee acknowledging the financial backing from the
Finance & Property Committee during this time. S Taylor to progress.

11.

AOCB
G Robertson stated that T Pirie was planning to stand down as Vice Chair of the Audit &
Risk Committee but would continue as a member of the committee.
G Robertson asked if anyone interested in putting their name forward for the position of
Vice Chair to send a note interest to S Taylor. Appointment of a vice chair would be
included in the agenda for the next meeting S Taylor to progress.

12.

DATE OF NEXT MEETING
Tuesday 18 May 2021 at 5.00pm
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Action Point Summary
Action

Responsibility

Date

Share the HEFESTIS Report with the Finance &
Property Committee

S Taylor

12 March 2021

Vice chair appointment to be included in agenda

S Taylor

18 May 2021
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BOARD OF MANAGEMENT
Audit & Risk Committee
Tuesday 18 May 2021
Matters Arising
Paper for information
The following actions were noted from the Tuesday 9 March 2021 Audit & Risk
Committee meeting.
Agenda
Item No
10.0

Action

Current status

Share the HEFESTIS Report with the
Finance & Property Committee
S Taylor

11.0

Vice chair appointment to be included in
agenda S Taylor

This was circulated to
Finance & Property
Committee members on 12
March 2021
Included on the agenda

Open /
Closed
Closed

Closed

Author & Executive Sponsor: Jaki Carnegie, Vice Principal – Corporate Services
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Budgetary Control

Summary of Main Findings
Strengths
• Financial Regulations and procedures for budget holders are in place;
• The annual budget is prepared and approved in line with the Financial Regulations;
• There was an established budget setting process in place within the College with a timetable
set out to complete and approve the 2020/21 annual budget;
• There were budget reforecasts in November 2020 and February 2021 to review the budget as
the actual financial position became clearer and national COVID-19 restrictions continued;
• Budget reports are provided to budget holders and to the Vice Principals monthly to allow
monitoring of progress, with monthly consolidated reports provided to Executive and SLT;
• Progress against the budgets is reported and discussed at the Finance and Property
Committee and the BoM;
• The budget reports provided to budget holders include both detailed and summary information.
Detailed transaction reports are provided, variations are highlighted, and explanatory notes are
provided in line with good practice;
• The College has appropriate level of delegation of its budget management process with 19
budget holders in place to manage the 65 live cost centres;
• Budget holders and managers advised that they had the necessary skills for managing their
budgets; and
• Throughout 2020/21 the financial governance arrangements have sustained with reporting to
the Finance and Property Committee and the BoM being transparent around arrangements and
issues identified by management.
Opportunities
• The Financial Regulations and Guidance for budget holders require to be reviewed in order to
fully align them with current working arrangements and the documents should be version
controlled in line with good practice, and
• Regular budget monitoring meetings between budget holders and Finance staff have not been
conducted for some time and therefore there is a need to reinstate scheduling of these
meetings during 2021 to allow for effective ongoing engagement and support.

Acknowledgments
We would like to take this opportunity to thank the staff at the College who helped us during our audit.
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Economic Recovery

Summary of Main Findings
Strengths
• The strategic approach to economic recovery brings together a number of strands and the
college has been proactive in engaging in opportunities to play an active part in the economic
recovery (and economic growth) of the Tayside region;
• The gathering of market intelligence is supported through involvement in the Employment
Support Group;
• Curriculum planning has been driven by the analysis of the available SDS skills assessment
data for each of the sectors, and the analysis of competitors and areas of likely demand;
• The College has been a key partner in the development of business cases to take forward
specific projects within the Tay Cities deal;
• The College plays an active role in both the Dundee and the Angus Employability Partnerships;
• The recruitment of the Economics Partnership Manager is a key appointment in centralising
and managing market intelligence;
• The Vice Principal Curriculum and Attainment has continued to build on the existing modern
apprenticeship places which the College delivers;
• The College has secured external support on the Tay Cities Deal Projects and the Michelin
Scotland Innovation Parc (MSIP) joint venture;
• The C llege’s inv lve en in he MSIP ill play a key le in shaping he C llege’s le in
tackling the climate change emergency in the future. This activity links into the work which the
College is progressing with Transport Scotland and other partners, such as Dundee City
Council, around Low Carbon Emission Zones;
• The Tayside Region has now been selected to further develop the ideas generated through the
Economic Growth Seminar in order to firm up timelines and a more formalised plan which will
help the SFC to shape the Regional Outcome Agreement going forward, with the College
playing a pivotal leadership role;
• The College has acted proactively to engage with SFC to develop initiatives with a focus
around Microcredentials which had been identified as a growth area through collaborative
discussions with both universities in Dundee; and
• Moving forward, the College will be proposing to the Board that a project lead approach
through the application of a standardised project management methodology and with resource
made available in a programme management office (PMO) to ensure that the outcomes and
outputs envisaged at the business case stage are realised and sustained
Opportunities for improvement
•

Consideration should be given to the development of a standard reporting format which will
capture the status of each of the strands of the economic growth and recovery initiatives
ongoing within the College.
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Outstanding Action Update
Audit Area
Year
Report Title
2019/07 R1 - Student
Engagement /
Students'
Association

2020/03 R3 - Network
Arrangements
/ IT Strategy

Appendix 1
Priority
Action
Grade
3

3

Report
Grade
Satisfactory

Satisfactory

Action
A formal Learner Engagement
Strategy should be developed
which contains aims and
objectives which are clearly
linked to the College's
Regional Outcome Agreement
and to the College's
partnership agreement with the
Students' Association;
identifies and priorities learner
engagement activity; and
identifies actions which focus
specifically on how the
Strategy will be implemented in
practice.
Once training has been
delivered (see R2)
mechanisms should be
developed and implemented to
test the effectiveness and
value of the security training
provided to staff and students.
This should be delivered
through formal analysis of the
section on information security
within the Digital Skills
Capability Assessment. Those
areas of the College which
3

Responsible
Officer
Learner
Engagement
Manager

Deadline
Jun 20
Dec 20
Aug-21

Progress
(as at May 2021)
Behind Schedule
Draft strategy document
developed in line with
original timescale by LE
Manager for final
discussion/approval.
As agreed at December
2020’s Committee meeting
this will not be finalised
until ‘post Covid-19’
learning and study
arrangements are clearer.

Learning &
Digital
Resource
Manager

Jun 20
Jun-21

Behind Schedule
Updated Digital Skills
Capability Assessment has
been developed. This has
been included in the
Learn@D&A Induction and
also forms part of the new
suite of Getting Ready for
College courses that will
be offered to new students.
A staff version is also
being developed, again
this will be included in the

Year

Audit Area
Report Title

2020/04 R1 – Payroll &
HR

Priority
Action
Grade

Report
Grade

3

Good

Action
routinely feature in security
reports (or achieve the lowest
feedback from information
security questionnaires) should
be targeted and prioritised for
further training.
The Payroll Procedural Notes
should be updated to provide a
comprehensive guide for any
member of staff brought in to
cover for the Payroll Officer or
Payroll Assistant

4

Responsible
Officer

Head of
Finance

Deadline

Aug 20
Dec 20
March 21

Progress
(as at May 2021)
staff induction process and
offered out to staff on an
agreed development cycle.

Complete
Guidance notes completed
and tested on non-payroll
staff. Will be subject to
limited updating as we
progress through
Payroll/HR iTrent
integration project.
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Who we are
The Auditor General, the Accounts Commission and Audit Scotland work together
to deliver public audit in Scotland:
• The Auditor General is an independent crown appointment, made on the
recommendation of the Scottish Parliament, to audit the Scottish
Government, NHS and other bodies and report to Parliament on their
financial health and performance.
• The Accounts Commission is an independent public body appointed by
Scottish ministers to hold local government to account. The Controller of
Audit is an independent post established by statute, with powers to report
directly to the Commission on the audit of local government.
• Audit Scotland is governed by a board, consisting of the Auditor General, the
chair of the Accounts Commission, a non-executive board chair, and two
non-executive members appointed by the Scottish Commission for Public
Audit, a commission of the Scottish Parliament.

About us
Our vision is to be a world-class audit organisation that improves the use of public
money.
Through our work for the Auditor General and the Accounts Commission, we
provide independent assurance to the people of Scotland that public money is
spent properly and provides value. We aim to achieve this by:
• carrying out relevant and timely audits of the way the public sector manages
and spends money
• reporting our findings and conclusions in public
• identifying risks, making clear and relevant recommendations.
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Risks and planned work
1. This annual audit plan contains an overview of the planned scope and timing of
our audit of Dundee and Angus College (the College) for 2020/21 which is carried
out in accordance with International Standards on Auditing (ISAs), the Code of
Audit Practice, and guidance on planning the audit. This plan sets out the work
necessary to allow us to provide an independent auditor’s report on the annual
report and financial statements and meet the wider scope requirements of public
sector audit.
2. The wider scope of public audit contributes to assessments and conclusions on
financial management, financial sustainability, governance and transparency and
value for money. We make a public report of conclusions on these matters in our
annual audit report to members and the Auditor General for Scotland.

Impact of Covid-19 on public audit
3. The public health crisis caused by the Covid-19 pandemic has had a significant
and profound effect on every aspect of Scottish society. Public services have been
drastically affected, requiring immediate changes to the way they are provided. The
impact on public finances has been unprecedented, which has necessitated both
the Scottish and UK governments providing substantial additional funding for public
services as well as support for individuals, businesses and the economy. It is likely
that further financial measures will be needed and that the effects will be felt well
into the future.
4. Public audit has an important contribution to the recovery and renewal of public
services. The Auditor General and Audit Scotland are responding to the risks to
public services and finances from Covid-19 across the full range of audit work
including annual audits and the programme of performance audits. A January 2021
paper, Covid-19: What it means for public audit in Scotland update, restates the
principles and approach we are taking following the reintroduction of significant
restrictions in Scotland.
5. Audit Scotland is unable to meet all the audit timetables which were possible
before Covid-19, but we will aim to conclude each audit as early as possible. The
well-being of audit teams and the delivery of high-quality audits remain paramount.
Maintaining a flexible and pragmatic approach will enable change at short notice as
new issues emerge, or current risks change in significance. Where this impacts on
annual audits, revisions to this annual audit plan may be necessary.

Adding value
6. We aim to add value to the College through our external audit work by being
constructive and forward looking, by identifying areas for improvement and by
recommending and encouraging good practice. In so doing, we intend to help the
College promote improved standards of governance, better management and
decision making and more effective use of resources.

Audit risks
7. Based on our discussions with staff, attendance at meetings and a review of
supporting information we have identified the significant audit risks for the College.
We have categorised these risks into financial statements risks and wider
dimension risks. The key audit risks, which require specific audit testing, are
detailed in exhibit 1.
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Using the work of internal audit
25. We do not plan to place formal reliance on the work of internal audit for the
audit of the financial statements. However, we will review the internal audit reports
produced during the financial year and presented to the Audit and Risk Committee.
26. To support our wider dimension audit responsibilities, we plan to consider the
internal audit reports on the following areas:
• Budgetary control
• National Fraud Initiative (NFI)
• Economic recovery
• Systems development / implementation

Audit dimensions
27. Our audit is based on four audit dimensions that frame the wider scope of
public sector audit requirements as shown in exhibit 5.

Exhibit 5
Audit dimensions

Source: Code of Audit Practice

Financial management
28. Financial management is concerned with financial capacity, sound budgetary
processes and whether the control environment and internal controls are operating
effectively. We will review, conclude, and report on:
• whether arrangements are in place to ensure systems of internal control are
operating effectively
• Whether the effectiveness of budgetary control systems in communicating
accurate and timely financial performance can be demonstrated
• whether there are appropriate and effective arrangements in place for the
prevention and detection of fraud and corruption.
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Financial sustainability
29. We consider the appropriateness of the use of the going concern basis of
accounting as part of the audit of the financial statements. We also comment on
the College’s financial sustainability. We will carry out work and report on:
• the effectiveness of financial planning in identifying and addressing risks to
financial sustainability
• the appropriateness and effectiveness of arrangements in place to address
any identified funding gaps.

Governance and transparency
30. Governance and transparency is concerned with the effectiveness of scrutiny
and governance arrangements, leadership, and decision-making and transparent
reporting of financial and performance information. We will assess:
• whether governance arrangements in place are appropriate and operating
effectively
• whether there is effective scrutiny, challenge and transparency on the
decision-making and finance and performance reports.
• the quality and timeliness of financial and performance reporting.

Value for money
31. Value for money refers to using resources efficiently and effectively. We will
review, conclude, and report on whether the College can provide evidence that it is
demonstrating value for money in the use of its resources.

Impact of Covid-19
32. Throughout the course of the audit we will consider the continuing impact of the
Covid-19 pandemic on the College’s operations. We will report on this within our
2020/21 Annual Audit Report.

Independence and objectivity
33. Auditors appointed by the Auditor General for Scotland must comply with the
Code of Audit Practice and relevant supporting guidance. When auditing the
financial statements auditors must also comply with professional standards issued
by the Financial Reporting Council and those of the professional accountancy
bodies. These standards impose stringent rules to ensure the independence and
objectivity of auditors. Audit Scotland has robust arrangements in place to ensure
compliance with these standards including an annual “fit and proper” declaration
for all members of staff. The arrangements are overseen by the Director of Audit
Services, who serves as Audit Scotland’s Ethics Partner.
34. The appointed auditor for Dundee and Angus College is Richard Smith, Senior
Audit Manager. Auditing and ethical standards require the appointed auditor to
communicate any relationships that may affect the independence and objectivity of
audit staff. We are not aware of any such relationships pertaining to the audit of the
College.

Quality control
35. International Standard on Quality Control 1 (ISQC1) requires that a system of
quality control is established, as part of financial audit procedures, to provide
reasonable assurance that professional standards and regulatory and legal
requirements are being complied with and that the independent auditor’s report or
opinion is appropriate in the circumstances.
36. The foundation of our quality framework is our Audit Guide, which incorporates
the application of professional auditing, quality and ethical standards and the Code
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of Audit Practice (and supporting guidance) issued by Audit Scotland and approved
by the Auditor General for Scotland. To ensure that we achieve the required quality
standards Audit Scotland conducts peer reviews and internal quality reviews.
Additionally, the Institute of Chartered Accountants of Scotland (ICAS) is
commissioned to carry out an annual programme of external quality reviews.
37. As part of our commitment to quality and continuous improvement, Audit
Scotland will periodically seek your views on the quality of our service provision.
We welcome feedback at any time, and this may be directed to the appointed
auditor or to Audit Scotland’s Audit Quality and Appointments group.
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Paper for approval
1. Strategic and COVID Risk Registers
A copy of the May 2021 draft Strategic Risk Register and COVID 19 Risk Register are
enclosed. No changes have been made to either the full Strategic Risk Register or the
COVID 19 Risk Register since this was last approved.
The draft Risk Registers have been discussed and approved in respect of the items
relating to the Learning, Teaching and Quality Committee and the Human Resource
and Development Committee at their most recent meetings (the Finance and Property
Committee meets on 25 May 2021).
Following on from discussions at the Board of Management, consideration was given
to the reduction in risk 3.1 in the COVID Risk Register (after it was raised previously)
but it was felt that there remains too significant uncertainty about final outcomes/
retention and deferrals to make any reduction at this point. This will, however, remain
under review.
3.1

Failure to reach aspirational standards in learning, teaching and service
delivery

2. Brexit Risk
Whilst no change has been made to the Strategic Risk Register, members of the
Committee may wish to note that review is continuing in respect of the impact of the
UK leaving the EU. This work is supported by on-going input from the Scottish
Funding Council who maintain a ‘live’ summary of key Brexit related issues and
impacts.
3. Scenario Planning
Whilst no change has been made to the Strategic or COVID Risk Registers, members
of the Committee should note that the extensive work developed by the College to
support and inform sector wide scenario planning around deferred number for session
2021/2022 has resulted in confirmation of significant additional funding and significant
flexibilities for colleges and students for the current academic year and for academic
year 2021/22.
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This work is continuing with a focus on next academic session and development of a
range of assumptions to inform planning. These assumptions will also support risk
planning and management going forward.
4. Approvals
In respect of the above information approval for the following actions is sought.
•

Approval of the Strategic and additional COVID Risk Registers

Author and Executive Sponsor: Steve Taylor, Vice Principal People and Performance
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